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Cyber – in today’s world…



A Presentation in Three 

Movements



‘cause here we go!



“non Carpet-land” Wireless



E(t) = A(t) e[jwt + f(t)]

$

This is Industrial Wireless

Canyons of Metal

FHSSDSSS

Multiple Protocols

Antennas



Industrial Wireless operates here
So does bluetooth, wif-fi, other stuff



Industrial Wireless

All sensors are jammed in here



Unnatural acts to minimize congestion
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IoT Enabling Technologies 

Actuators (NANO TECH)  

To make the smaller and smaller things have the ability to connect and interact.(nano-tech

Smart Technology and Computing

Cloud Big Data 
To enhance the power of the network by 
devolving processing capabilities to different part 
of the network

Wireless Communication and Networking

To enable the communication between the sensors and the system
machine-to-machine interfaces and protocols of electronic 

communication

Sensor  Technologies 

To collect and process the data to 
detect the changes in the physical 
status of things

Microcontrollers RFID

Energy harvesting 

technologies
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What language (protocol) does an IoT device speak?

IoT device
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Open Interconnect Consortium

What language/protocol?
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HyperCat (UK centric)

What language/protocol?
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Allseen Alliance

What language/protocol?
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Industrial Internet Consortium

What language/protocol?
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What language/protocol?

The Big List
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IoT Companies

HW

SW/FW

Some of the companies and organizations—private, public. and academic—espousing their “solutions and 
developments” for IoT devices and systems. (Used with permission from Matt Turck.) 
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IoT…Companies circa 2007
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IoT - Analysts Gartner’s Hype Cycle - 2015
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Presentation Summary

• We have essentially run out of frequencies to be used for 
wireless devices.  Yet, the Internet of Things (IoT) is 
forecasting by the end of this decade having billions- if not 
trillions - of devices broadcasting over the airwaves.  The 
situation becomes even more severe in areas where dense 
deployments of IoT devices encounter substantial amounts 
of radio frequency interference (RFI).  The realm of "shared 
spectrum" will be discussed from a technological and 
logistical perspective culminating in "a suggestion" as to 
what applications may benefit from the realization of 
cognitive radio (CR) - software defined radio (SDR) modeling 
and implementation in municipal and utility settings.
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Peter L. Fuhr, Ph.D.

• Distinguished Scientist, Tech Director UAS Research Center, U.S. Department of Energy, Oak 
Ridge National Laboratory

• Activities:  
– Chair Secure Infrastructure Controls Society,
– 850+ technical papers and presentations
– Director, International Society for Automation (ISA) Communication Division
– ISA100.WG5/6 (interoperability and coexistence), ISA100.WG21 (industrial asset 

tracking), ISA100.19 (founder)
• Recent Related Wireless/SCADA/DCS Presentations/Panels:

– Security Threats and Counter Measures in Process Industries with Wireless Sensor 
Networks, IFPAC, Washington, 

– Special Forum on Industrial Security: Is It Secure? Security Aspects of Hybrid Wireless 
and Wired Deployments in Industrial Settings, ISA Expo, Chicago, 

– Industrial Networking and Control Systems Security, ISA Auto West 
– Next Gen Embedded Control Systems, an NSF/DHS/NSA workshop, Washington DC, 
– Congressional Briefing “Wireless and Smart Manufacturing”, Washington, DC,
– Etc, etc

Fuel Gauge System

Sensors+RF in SpaceWireless Offshore
Smart Structures

 

RFID+Sensors

Sensors+RF in Nukes

Integrated Wireless



A Presentation in Three 

Movements

On to The Second Movement



The Current State of Industrial Wireless

802.15.1

802.15.3

802.15.4

802.11

802.16

802.20

others…

Licensed frequencies

Unlicensed frequencies



RF Coexistence – in the 2.4 GHz space

ISA100.11a

Wireless HART

Bluetooth IE

ZigBee Industrial

others….



…cont…



Telcos: I want more spectrum
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What’s on the Horizon?
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What’s on the Horizon?
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What’s on the Horizon?
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What’s on the Horizon?
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What’s on the Horizon?
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Presidental Decree…
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What’s on the Horizon?
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Legal Frequencies

• The FCC assigned frequencies

• www.fcc.gov
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• Canadian Frequency Allocation Table

First Up: Look at frequencies…
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Frequencies Around the World

Malaysia New Zealand

EgyptSingapore
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RADAR and Commercial Comms
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Current Spectral Situation:
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What’s on the Horizon?



40 Shared Spectrum  Univ of Tennessee, Feb 2016

Greentouch…
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What’s on the Horizon?
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What’s on the Horizon?
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An assessment of national resources was 
conducted by NITRD



Peter Fuhr
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White House -> Office of Science and Technology Policy -> 

National Information and Telecommunication R&D -> Wireless 

Spectrum Research and Development (WSRD)
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What’s on the Horizon?
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Why Do We Need to Repurpose Spectrum?

46

• Huge WW Mobile Device Growth 
Opportunity (2020)

• $4.5T Global Value  

• M2M Wave next

• 50B devices

• Zetta-bytes of Data 

• Enhanced Mobile Devices are  
Already  Leading to a US Spectrum 
Deficit   

• Data more than doubled 4 years in 
a row

• Smartphones generate 24X data of 
basic-feature cell phones

• Tablets create 5X more traffic than 
smartphones

• Fragmentation of spectrum for 
exclusive Federal use leads to 
inefficiency, artificial scarcity, and 
constraints on current and future users.
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47

A. Gothard, “Managing Femtocells and the Evolved Packet 

Core”

http://www.chetansharma.com/usmarketupdateq12010.ht

m

A. Gothard, “Managing Femtocells and the Evolved Packet Core”

Global Mobile Data Traffic

Data

Voice

Normalized % of Types of Internet 

Traffic vs. Time
1990 2010

Growth in Spectrum Requirements
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Increasing delays in making 
harmonized spectrum available for 

mobile broadband*

Spectrum 

band

6 

years

8 

years

10 

years
more

900 MHz

2.1 GHz

2.5/2.6 GHz

2.3 GHz

US/Canada
700, 850 MHz

1.7/2.1, 1.9, 2.5 GHz
Europe

800, 900 MHz
1.8, 1.9/2.1, 2.5 GHz

Asia-Pacific
450, 700, 850, 900 MHz

1.7, 1.8, 1.9/2.1, 2.3, 2.5 GHz

Africa & Middle E.
450, 800, 850, 900 MHz

1.8, 1.9/2.1, 2.5 GHzLatin America
450, 700, 850, 900 MHz
1.7/2.1, 1.8, 1.9, 2.5 GHz

A New Paradigm is Required for 
Granting Spectrum Access and 
Use Rights

*  In Europe (timeline between spectrum identification and European wide availability
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Recent Events -- New Spectrum Bill

• Congress passed legislation that authorizes the FCC to 
hold voluntary incentive spectrum auctions.

• Expands the U-NII program at 5 GHz to include the 5350 
MHz to 5470 MHz band.

• Gives 10MHz block of spectrum -- the so-called D block in 
the 700 MHz band -- to public safety agencies for use in a 
nationwide mobile broadband network for public safety

• Provides an estimated $7 billion from the proceeds of 
incentive auctions to build the nationwide network. Up to 
$300 M in R&D funding

49
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PCAST Study Concentrated on Federal Spectrum

50

• Clearing and Reallocation of 

Federal Spectrum is Not 

Sustainable.

• Recent Study - Clearing of just 

one 95 MHz band will take 10 

years, cost $18 billion, and 

cause significant disruption.

• Net revenue from last 

successful auction of 45 MHz 

realized a net income of just 

$5.35 billion for the 

government.

• Most Federal Bands not highly 

valued if they need to be 

cleared. 

• More Efficient Use of Federal 

Spectrum will be Obtained 

through Sharing
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New Technologies Allow for A New 
Federal Spectrum Policy  

51

• New Cognitive Technologies

• Agile Radios

• Small Cell Technologies

•Optimized Aggregate Capacity

• New Spectrum Architecture

•Divide spectrum into substantial  

blocks with common 

characteristics

•Make sharing by Federal users 

with commercial users the norm 

•Make spectrum access available 

and affordable to a wide range of 

services and applications.

• New Metric for Utilization

• Measure spectrum effectiveness

• Potential impact that could be 

1,000’s times current capacity.
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Overarching Recommendation

52

PCAST recommends the President:

• Issue a new memorandum regarding 

spectrum;

• State the policy of the U.S. government 

is to share underutilized Federal 

spectrum; and 

• Identify immediately 1,000 MHz of 

Federal spectrum for sharing with the 

private sector. 

This would lead to creation of the first 

shared-use spectrum superhighways.
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Recommended: New Federal Spectrum 
Access System 

• Hierarchy of  Users:  Access to Unused Spectrum
• Federal Primary Access (Incumbent) 
• Secondary Access (Quality of Service Applications)
• General Authorized Access 

53
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Recommended: Immediate Actions to Get Started

• Modify Rules to 
Allow “General 
Authorized Access” 
Devices to Operate 
in two bands in the 
NTIA Fast Track List 
– specifically the 
3550-3650 MHz 
(radar bands) and a 
second band to be 
determined

• Use Extended TV 
White Space System 
Already in Operation

54

NTIA Fast-Track Report, Figure 5-3. Composite Depiction of Exclusion Zone 

Distances, Shipborne Radar Systems

3550-3650 MHz NTIA Exclusion Zones*
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Recommended: Immediate Actions to Get 
Started

• Establish Spectrum Sharing 
Partnership Steering 
Committee - an Advisory 
Committee of Industry 
Representatives – to Advise on 
Federal Spectrum Sharing 
System Implementation

• Provide Scalable Real-World 
Test Services (a Test City and 
Mobile Test Service) to test    
Federal Bands and Public Safety

• Release R&D Wireless 
Innovation Fund  (WIN) -
Appropriated in 2012 Payroll Tax 
Agreement 55
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Hospitals will have the Most 
Challenging  Wireless Environment

56
Likely dozens of wireless devices in each room with a variety 
of different standards operating over many different bands.

http://spectrum.ieee.org/telecom/wireless/peaceful-
coexistence-on-the-radio-spectrum



A Presentation in Three 

Movements

On to the Finale
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Software Defined <fill-in-the-blank>

FIIW 2015 58

Projects Using this Software Defined Repeater

 LTE Radar Compatibility Measurements

 Public Safety Remote LTE Networks

 DSA-enabled LPE LTE
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Preliminary LTE / Radar Testing

• LTE communication at 
3550-3650 MHz in presence 
of Naval radar

• Location:  Eastern Shore of 
VA

• Emphasis on proof-of-
concept (existence proof)

• Used frequency 
repeater/translator, tablet 
UE, and CMW500 as 
eNodeB

• Horn antennas

• Equipment Used:

• Rhode & Schwarz CMW500 as eNodeB

• Commercial LTE User Equipment

• UE in shielded enclosure

• Dipole affixed to UE as coupler

• Custom frequency translators

• 700 MHz to/from 3550 MHz

• Broad-beam directional antennas

• C-band TVRO feed horns

• adjustable linear polarization
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Measurement Locations

FIIW 2015 60

Beam width about 90 degrees, visitor's center had radar perpendicular to LTE 
path, on Beech radar was in the antenna  3dB BW and eNB pointed away from 
radar
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LTE and Radar Spectra

Peak and 
instantaneous  
power 
displaced.
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Impact of Interference on TD-LTE System at 
3.5 GHz

Objectives 

 Study the impact of radar-like interferences on the performance of a 
TD-LTE system operating at Band 42 (3.4 - 3.6 GHz)

 Identify appropriate performance metric to understand the required 
size of exclusive zone 

Two Expedited Experiments 

 Continuous-wave interference to observe the impact of a 
constant tone interferer on the TD-LTE system. The tone interference 
sweeps the entire bandwidth of the TD-LTE signal in steps of 1 MHz.

 Pulsed interference at a rate of 0.25 Hz (4 sec period) with a 
duty cycle of 1.1% 
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Experiment Setup: Interferer 

 EIRP:  13.5 dBm
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Experiment Setup: TD-LTE

User Equipment 

 Huawei Repeater Bridge (CPE 
B593s-42)

 fc = 3.5 GHz

 Support up to 20-MHz Cell BW

 1 main + 1 diversity antennas

eNB

 R&S CMW500

Spectrum Analyzer

 Tektronix RSA3408A
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Throughput Plots
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Summary of Testing

• Communication is possible in the presence of operating 
Naval radars under certain operating conditions

• Dynamic-spectrum-access-enabled LTE system can 
avoid the radar interference and operate close to the 
radar operation frequency with a small guard band

• From the perspective of the LTE system, little or no 
exclusion zone is required so long as the actual radar 
frequency is avoided
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Cognitive Radio Research

67

Dynamic Spectrum 

Sharing

Dynamic 

Channel 

Allocation

Adaptive 

Rate & 

Power 

ControlSensing

Cognitive Networks

MIMO 

Systems

Cognition and 

Learning

Software Radio and 

Adaptive Hardware

Signal 

Classification

Security
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Research Challenges 
in IoT-SS

Opportunities
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Challenges in IoT

•Major challenges to be addressed include:

–Complexity: deployment, interface, maintenance

–Privacy / Security

–Communications and Spectrum Scarcity

69FIIW 2015

Internet of Things – Converging Technologies 

for Smart Environments and Integrated 

Systems, River Publishers, O. Vermesan and 

P. Friess, editors
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IoT Challenges: Communications

• Integrated networks (probably a characteristic of 
5G)

• Machine-to-Machine Communications in later 4G

• Very long battery life

• Automated deployment and de-confliction

• Interoperability of standards

• Spectrum availability and uniformity across 
national boundaries

70FIIW 2015
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Challenges in Spectrum Sharing (1/2)

FIIW 2015 71

Spectrum 
Regulation

The Radio RF 
Front End

Policy 
Enforcement

Metrics and 
Algorithms

Challenges 
in Spectrum 

Sharing

Standardization
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Challenges in Spectrum Sharing (2/2)

FIIW 2015 72
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Spectrum Enforcement Issues

73
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Security Issues for
Cognitive Radio Networks

CR network

security threats

Radio software

security threats

Spectrum access-

related security threats

Threats to incumbent 

coexistence mechanisms

Threats to self-

coexistence mechanisms

· Security threats to the

software download process

· Spectral “honeypots”

· Sensory manipulation:

- Primary user emulation

- Geospatial manipulation

- Chaff point attack

- Spam point bias attack 

· Obstruct synchronization of QPs

· Tx false/spurious inter-cell 

beacons (control messages)

· Exploit/obstruct inter-cell 

spectrum sharing processes

· Unauthorized policy changes

· Tampering w/ CR reasoners

(e.g., System Strategy Reasoner 

&  Policy Reasoner)

· Software IP theft

· Software tampering 

· Injection of false/forged 

policies

· Injection of false/forged 

SW updates

· Injection of malicious SW 

(viruses)
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Need for Propagation Models

• Good propagation and channel models critical to

– Optimize for performance

– Manage interference

• Vector channels for high frequencies (e.g. 3.5 
GHz) neglected in existing literature 

• Learning vs deterministic modeling– FCC can put 
constraints on the optimization

• Building penetration loss is critical for indoor 
small cell deployment – not completely 
understood in existing literature
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Need for Interference Models

• Interaction between federal systems and LTE/WiFI

– Signal dependent

– Frontend requirements

• What constitutes harmful interference?

• Prediction of cumulative interference

• Fusion of data from multiple sources

• How do we handle airborne platforms?

• Impact of MIMIO
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Software Challenges (same as usual)

• Better support for multicore DSPs and parallelism 

• Scalability of solutions

• Security and Certification  -- More to come.

• Co-design of SW/HW

• Reprogramming of hardware in real time

• Dynamic software architecture

• Cross-platform compatibility

• Validation of software and general testing

• Structured and common APIs

• Integration of heterogeneous systems FPGAs, GPUs, DSP, 
GPPs



78 Shared Spectrum  Univ of Tennessee, Feb 2016

Hardware Challenges

• Very high performance RF and ADCs

– High dynamic range 

• Interference unpredictable

• Mitigate hidden nodes

• Especially needed with radar co-existence

• Better characterization of RF performance

– Wide bandwidth

• Need to find available spectrum

• Need to determine contingent spectrum

• Antenna performance

• Duplexer issues

– High performance computing and memory

• Optimization requirements

• Low Latency

• Low Power
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Spectrum Regulation and Management:
Multidimensional Optimization Strategy

• Spatial Management : 

– Interference limits decided by the receiver performance of the 
Priority Access or GAA user 

– Power control and Propagation maps (Regional dependent)

• Temporal Management:

– Time for which a device can remain in a frequency

– Swift agility can provide better optimization

• Frequency Management:

– Adjacent channel interference effects on receivers 

– Allocation of Bandwidth and hence power

Real issues of intermods, reverse intermods, AGC 
capture impact performance and depends on the 
device.
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Where’s the money coming from–
New Spectrum Bill

• Congress passed legislation that authorizes the FCC to 
hold voluntary incentive spectrum auctions.

• Expands the U-NII program at 5 GHz to include the 5350 
MHz to 5470 MHz band.

• Gives 10MHz block of spectrum -- the so-called D block in 
the 700 MHz band -- to public safety agencies for use in a 
nationwide mobile broadband network for public safety

• Provides an estimated $7 billion from the proceeds of 
incentive auctions to build the nationwide network. Up to 
$300 M in R&D funding
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Where’s the money coming from
…FCC Auction
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Wireless Model City – A Collaborative Effort

2/29/2016

National Laboratories

Municipalities

Academic Institutions

Utilities & Industry

Workshop Goals:

*  Develop IoT Science Strategy to address gaps through partnerships 

with: academic, corporate and laboratory worlds.
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Affiliated Organizations

www.ieee-ims.org

www.nationalspectrumconsortium.org
www.isa.org

www.wina.org

Standards development

Piloting initiatives using innovative 

contracting methodologies

Utility/Industry/Municipality end user 

engagement 

Liaison & advocate activities

Planners

www.aceee.org
www.planning.org/aicp/
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Estimated Budget
5 Years

2/29/2016

Total:  ~$29M/year

48%

8%

8%
12%24%
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Applications and StakeHolders



See article in IEEE Spectrum, 20MAR13

Orchestrated databases for coexistence management

Enhanced deployment strategies

HW with optimal congestion management algorithms



Devices will probably look the same…

With the same internal architecture



…with a much better architecture…

…and…
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A Report that (IMHO) you should 
examine…
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This sums it up…  (play the video)

Drones need spectrum too…
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For more information…fuhrpl@ornl.gov


