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INTRODUCTION 

The objective of the project is first to prove 

the vulnerability of phasor networks and 

second suggest methods to secure the 
network. 

OBJECTIVE 

“Phasor Networks” are the energy grid’s method of transporting crucial information regarding its 

operation. Phasor Measurement Units (PMU’s) collect data from the grid and send it to Phasor Data 

Concentrators (PDC’s). Unfortunately, the connection between the PMU’s and PDC’s is entirely 

unprotected, leaving the devices and their information completely vulnerable to cyber-attack. 

Phasor Network Simulation Programs 

METHOD 
Wireshark was used to intercept the 

transmission from the PMU to the PDC.  

The captured information included both the 

simulated energy grid data readings and control 

commands for the PMU. Then, Python was 

utilized within Scapy to re-send the control 

command packets to the PMU. 

RESULTS 
Due to the unsecured nature of the phasor network, 

we were able to retrieve the IP/MAC address pairs 

of all the devices on the network. Additionally, we 

were able to gather data from the PMU, allowing us 

to control the entire network. 

CONCLUSION 

Data captured by Wireshark Sending command signals using Scapy 

As evidenced by our ability to capture the phasor network commands, its unsecured attributes could pose a 

danger to the energy grid. Not only can information be sabotaged in the form of deletion and loss, it can 

also be falsified to provide misleading results, possibly affecting vital research. Additionally, the PMU’s data 

transmission to the PDC could be manipulated to conceal a failure in a section of the energy grid. A possible 

solution for strengthening the phasor network’s security would be to encrypt the communications within the 

network. This way, even though an attacker could still intercept data and commands, they would be useless 

to him without first being decrypted. Below is an example of the results of RSA encryption. 

RSA Encryption/Decryption of message 

If the phasor network 

were to be 

encrypted, any data 

an attacker 

intercepts would be 

unusable to him. 


