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Abstract—Programmable logic controllers (PLCs) are used to
control devices throughout the power system since they have fast
control capabilities and can utilize multiple types of communication
interfaces. Therefore, studying and mitigating their vulnerabilities
to electromagnetic pulse is important for the reliability of PLC
operations. In this article, an effective impedance measurement
scheme is proposed and demonstrated for three PLCs to estimate
their susceptibility to an electromagnetic pulse. The equivalent
nonuniform transmission line model is established to eliminate the
impact of the fixture in the de-embedding process. Then, different
parameters of the impedance measurement setup are explored.
Based on the measured impedance, the equivalent circuit is estab-
lished to calculate the response of the device when subjected to the
electromagnetic pulse. The voltage and current responses of differ-
ent interfaces are compared utilizing the developed pulsed current
injection (CI) method. Finally, the impedance measurement scheme
is verified through testing using three measuring instruments. And
the CI simulation experiments reveal the characteristics and sus-
ceptibilities of different PLCs interfaces, indicating that some pro-
tection measures are required for the reliable operation of the PLC.

Index Terms—Electromagnetic pulse, impedance measurement,
nonuniform transmission line, programmable logic controllers
(PLCs), pulsed current injection (CI).

I. INTRODUCTION

THE normal operation of the power system requires the
stable performance of key controllers and detectors.
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Extreme conditions and events may challenge the reliability of
the power system. Extreme electromagnetic pulses, especially
high-altitude electromagnetic pulse (HEMP), pose a potential
threat to the power system measurement, monitoring, and con-
trol [1], [2]. In addition to direct exposure, the electromagnetic
pulse can couple to cables and antennas, and then, propagate to
equipment [3]; thus critical equipment of the power system must
take the threat of electromagnetic pulse into consideration [4].

Programmable logic controllers (PLCs) are a base for power
system control, with varied applications such as microhydroelec-
tric systems [5], wide area measurement system, and supervisory
control and data acquisition system [6], [7], [8]. The advantages
of PLCs are that they usually have enhanced network capabilities
for data transmission and a high-speed counter for real-time con-
trol [9]. The reliability of PLCs depends on successful real-time
delivery of control commands, the reception of status, etc. The
transient voltage or current caused by HEMP may damage the
input circuits, solid-state (transistor), and relay of the PLCs.
However, research on the impact of HEMP on PLCs has not
been comprehensive.

For example, in 2008 [10] and 2010 [2], the electromagnetic
pulse attack is injected into PLCs and found the vulnerabilities
of some components. However, high test costs make it difficult
to test all the ports of the PLCs. The objective of this article is to
measure the impedance of PLCs, and then, study the influence of
HEMP on PLCs based on HEMP modeling. To this end, analysis
of HEMP influence can be divided into two steps: the impedance
test and immunity analysis under HEMP.

Impedance calculation directly affects the accuracy of the
modeled HEMP response. The LCR meter is a commonly used
impedance measurement device that can directly measure in-
ductance (L), capacitance (C), resistance (R), and impedance.
However, the frequency range is usually limited, which leads to
incomplete measurement [11]. To solve this problem, an indirect
measurement method is introduced in [12], where the impedance
can be inferred from the S parameter. And in [13], four different
types of measurement instruments are investigated by comparing
their measurement results. The advantage of this method is that
a model valid over a wider frequency range can be achieved.

The measured impedance usually contains the impedance
component of the fixture, so the influence of the fixture needs
to be removed. A de-embedding technology used in the field of
IC design is proposed [14]. However, it requires symmetrical
transmission line test structures, which limits its application.
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Therefore, an S-parameter measurement-based method is pro-
posed to perform accurate de-embedding up to 110 GHz [15].
Nevertheless, it is difficult to apply this method to some self-
made fixtures due to the differences in size and material.
Thereby, a flexible de-embedding solution is necessary for the
PLC-based impedance measurement.

Although the electromagnetic environment simulator
(EMES) is an effective way to generate the real electromagnetic
environment. For example, the Sandia National Laboratory has
developed the EMES to test the EMP effects on the photovoltaic
system in [16]. However, the experimental equipment requires
great economic cost, which limits its application. Based on
the measured impedance of the load, the simulation methods
based on PSCAD/EMTDC and MATLAB software provide
another low-cost and convenient solution. In [17], a 2.1-MW
wind farm, energy storage system, and load are simulated by
PSCAD/EMTDC software to analyze its lightning transient
effects.

Besides, some equivalent charging and discharging circuits
can be used to simulate the effects of HEMP. One of the most
common methods is pulse current injection (CI). The pulsed CI
is a cost-effective method to test the vulnerability of PLC under
HEMP. According to IEC 61000-4-25 [18], the simplified circuit
diagram of the generator is provided. The electrical fast tran-
sient/burst can then be simulated in the pulsed CI testing. Actual
experiments of fast electromagnetic disturbance are conducted
based on the pulsed CI in wire pairs and antenna systems [19],
[20]. The experiments have verified that the pulsed CI method
is an effective analysis method for modeling the effects of
electromagnetic pulses. Given the critical role of PLC in the
SCADA, it is challenging to develop a rapid analysis method to
verify its vulnerability under EMP.

To explore the influence of HEMP on PLCs, a PLC-based
impedance measurement scheme and current injection response
are proposed. Moreover, the vulnerabilities of the other key
devices in the power system can also be analyzed using the
proposed methods. The immunity levels of different components
can be tested so that the corresponding protective measures can
be taken [21]. Besides, this method can provide a rapid analysis
way to verify the vulnerability of different devices to avoid
establishing a high-cost experimental site.

And this article is an extension of the IAS conference paper
in [22]. This article has improved the conference versions in
the following parts: the sensitivity analysis of the measurement
parameters as well as more literature reviews are added. Addi-
tionally, more PLCs and two types of immunity test levers are
selected to enrich the results. The contributions of this article
are summarized as follows.

1) An impedance measurement scheme is proposed for the
impedance measurement based on three different measur-
ing instruments. The measured data are integrated using
interpolation and data averaging.

2) To eliminate the impact of the fixture, the nonuni-
form transmission line model is established in the de-
embedding process. A seven-stage model is used to ap-
proximate the impedance of the fixture.

3) A pulse current injection method is proposed to simulate
the response to electrical fast transient caused by HEMP.

TABLE I
FEATURES OF THREE IMPEDANCE MEASURING INSTRUMENTS

To simulate the fragility of PLCs under two immunity test
levers, where the EC5 and EC8 levels are selected from
IEC 61000-4-25.

4) Different experiments based on three different PLCs are
conducted to verify the effectiveness of the impedance
measurement scheme and pulsed CI method. The results
demonstrate that the impedance measurement results are
consistent, and some protection measures can be taken to
mitigate the effects of HEMP.

The rest of this article is organized as follows. Section II intro-
duces the impedance measurement devices. De-embedding and
data integration of impedance measurement results is presented
in Section III. The CI method is introduced in Section IV. Differ-
ent experiments are conducted in Section V. Finally, Section VI
concludes this article.

II. PLC-BASED IMPEDANCE MEASUREMENT

To achieve the CI response of PLC, the tested impedance and
phase can be obtained to establish the simulation circuit. Once
the measurements are ready, the induced voltage and current of
the PLCs to EMP can be calculated based on the electromag-
netic theory. Considering that the electromagnetic pulses can
occur in the electric or magnetic field of different strengths in
different directions, they typically comprise a wide frequency
range from a low value (hertz level) to a high value (gigahertz
level). The impedance measurement devices should have a wide
measurement interval. However, most measuring instruments
can only provide a specific range of values. Therefore, three
instruments are used together to obtain the actual impedance
results for different frequency ranges.

The evaluation of these three instruments is listed in Fig. 1
and Table I. As can be seen from Table I, both the LCR meter
and impedance analyzer can directly test the impedance. Based
on the data-sheet of the tested devices, for the LCR meter, the
accuracy of measurement up to 200 kHz is lower than 1% when
the measured impedance is lower than 1 MΩ. For the TR1300/1,
its accuracy is lower than 3% when the measured impedance
is lower than 100 kΩ. And the HP 4395 A can provide 3%
accuracy up to 100 MHz if the impedance is lower than 1 kΩ.
Overall, 3% accuracy can be ensured for the higher frequency
components. The vector network analyzers (VNAs) can test the
reflection coefficient S11 using one-port measurement, then the
impedance can be calculated from S11 based on the following
equation [23]:

zeff =

√
(1 + S11)

2 − S2
21

(1 − S11)
2 − S2

21

(1)
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Fig. 1. Three impedance measurement instruments. (a) LCR meter: MCR-5200. (b) Impedance Analyzer: HP 4395 A. (c) VNA: Planar TR1300/1.

Fig. 2. Impedance measurement using the HP 4395 A. (a) Test platform.
(b) De-embedding.

where S21 is the forward voltage gain, S21 can be safely set to
zero if only one port is used in the VNA.

The impedance measurement test unit is shown in Fig. 1. For
the LCR meter, the measurement value is based on the discrete
data points, of which a total of 41 frequency points can be
obtained from 40 Hz to 200 kHz. The impedance analyzer and
VNA instruments have more measurement points, which can
reach 805 and 16 001 points, respectively. This means that these
instruments have a higher resolution compared to the LCR meter.

During the measurement process, two main parameters will
affect the test results: the intermediate frequency (IF) bandwidth
and the power level of the output signal. The IF bandwidth can
affect resolution and detection speed, where a lower value means
a higher resolution but a lower speed. The power level of the
output signal would determine the measured impedance value,
especially for some sensitive components. For example, high
voltage may conduct current and reduce the impedance value
for photodiodes. Therefore, a relatively low and stable voltage
helps to obtain consistent detection results for PLCs.

An actual test setup is shown in Fig. 2. As shown in Fig. 2(a),
the fixture is used to connect the PLC and RF line. The measure-
ment results contain the impedance from both PLC and fixture.
Therefore, the de-embedding process is necessary to remove the
influence of the fixture.

III. DE-EMBEDDING FOR THE RAW MEASURING VALUES

To obtain the actual impedance of PLCs, the commonly
used methods are the open-short and short-open de-embedding

Fig. 3. Nonuniform transmission line model for de-embedding based on
fixture.

Fig. 4. Distance example of the fixture for open and short circuits.

methods [15]. It has an effective effect in the low-frequency
part. However, it should be noted that the wires between the
ground and signal also have resistance and inductance in the
short pattern, leading to bias at high frequencies. In this section,
a de-embedding method is established to eliminate the impact
of fixtures based on the nonuniform transmission line model.

The seven-stage cascade of the transmission line model is
proposed, as shown in Fig. 3, which is the equivalent circuit of
the fixture. The results of lower stages, such as three or four
stage, are not efficient as seven stage. Resistance, inductance,
and capacitance are the three main parameters of the fixture. To
obtain these parameters, the total parallel capacitance and serial
inductance are estimated using the open and short methods based
on the measured impedance. Usually, a small distance between
two wires means smaller inductance and larger capacitance.

Seven different distances df are tested using the open
method. The total capacitance can be calculated using
Ct = −1/(2πfXc), where the f and Xc are the frequency (Hz)
and the capacitive reactance (Ω), respectively. Similarly, the total
serial inductance can be calculated as Lt = Xl/(2πf) based on
the short method, where Xl is the inductive reactance.

The distance of the short circuit cannot be adjusted flexibly
limited by the lines, as shown in Fig. 4. It should be noted that
the maximum df = 3.0 cm for short measurement. Considering
that the distance can be adjusted flexibly from 1 to 9 cm when
the lines are open for the fixture, as shown in Fig. 4, this means
that more df values are measured first for Ct measurement.

The Ct and Lt with distances df ∈ {1 cm–9 cm} are tested
and calculated, as shown in Fig. 5. As depicted in Fig. 5(a), the
capacitance is changing with the distance between two wires.
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Fig. 5. Calculated total capacitance and inductance Ct and Lt in different df .
(a) Ct. (b) Lt.

TABLE II
DISTRIBUTION OF CAPACITORS AND INDUCTORS IN THE SEVEN-STAGE

CASCADE OF TRANSMISSION LINE MODEL

The mean value can be obtained and is located from 3.48 to
3.83 pF. Considering that the distance between wires will not
exceed 4 cm, an average capacitance Ct is set to 3.7 pF for the
transmission line model. Meanwhile, the total serial inductance
Lt is distributed in 60–100nH when f is lower than 100 MHz.
The mean total serial inductance Lt is set to 80 nH. The resis-
tance of the nonuniform transmission line model can be obtained
from the short-circuit impedance.

The next step is to estimate the detailed capacitance and induc-
tance value for each stage transmission line model. Generally,
the capacitance and inductance of the transmission line model
can be expressed as [24]

Ci =
πε

ln
df

2r

Li =
μ0

4π
+

μ0

π

(
ln

df − r

r

)
(2)

where μ0 denotes the vacuum permeability, r is the wire radius
of the fixture, and ε is the relative permittivity, i = 1, 2, . . ., 7.

The motivation to estimate the Ci and Li is to minimize the
impedance errors between the measurement and the equivalent
circuit. Based on the resonance points, the Ci and Li are es-
timated, as listed in Table II. The df values for measuring Ct

and Lt are different because the distance is different where the
impedance is slightly different. To verify this difference, the
calculated and measured open-circuit impedance is shown in
Fig. 6 using the estimated Ct and Lt. It can be seen that there are
some slight differences in the impedance and phase results under
different distances, indicating the correction of the parameters.

After de-embedding is complete, the measured impedance
needs to be further integrated since there are three sets of

Fig. 6. Measured and calculated impedance and phase of the open circuit.

measurement results. Due to measurement errors of different
instruments, the measured values at the intersection of frequen-
cies may be different. Therefore, it is necessary to preprocess
the data before the CI response analysis, which contains the
following three steps.

1) The cubic spline interpolation is first performed on the
result of the LCR meter since there are fewer measuring
points.

2) For the area where the frequency overlaps, take the average
of the measured values of the different instruments.

3) Perform cubic spline interpolation on the data from step
2, where the frequency is taken on a logarithmic scale to
ensure the resolution at low frequencies.

A. Sensitivity Analysis of Measurement Parameters

After establishing the de-embedding model, the power level
of the output signal is tested to verify the sensitivity of the
parameters in this section. As described in [25], higher signal
levels result in an electrical breakdown in the device under
test (DUT), but also with less variability in measured values.
Therefore, it is necessary to analyze the sensitivity of different
test conditions.

Here, the LCR meter and VNA are used to verify the influence
of the power level parameter. Different ports from the same PLC
are tested, where its result is shown in Fig. 7. For Fig. 7(a),
the low-frequency range (40 Hz–200 kHz) is verified on its
expansion module. It should be noted that there exist some
optocouplers in the expansion module. It can be seen that the
power level has an impact on the tested result. An impedance
value under the lower power level with 6.89 dBm is higher than
2MΩ. A higher power level with 13 dBm has a lower impedance,
indicating that some electronic components in the circuit of the
expansion module may have already started working.

In addition, the high-frequency range (300 kHz–1.3 GHz)
result is shown in Fig. 7(b). It demonstrates that the impedance
does not change significantly. However, if the power level is
lower than 0.007 V, the results would start to fluctuate. The
reason is that the low voltage causes an increase in the proportion
of measurement noise.

Based on the aforementioned analysis, it is recommended
to choose a fixed power level for the different instruments.
Meanwhile, an intermediate voltage value (near 0.1 V and
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Fig. 7. Impedance. (a) Impedance for expansion module of PLC, power level
of VNA is -10 dBm. (b) Impedance for communication port of PLC using the
VNA.

Fig. 8. Circuit diagram of pulsed CI. (a) Simplified circuit diagram of pulsed
CI. (b) Pulse short current.

−0.689 dBm) is recommended to avoid starting electronic com-
ponents and avoid introducing measurement noise. It should be
noted that the low power level is safer to prevent components
from working to get consistent results.

IV. PLC-BASED CURRENT INJECTION RESPONSE ANALYSIS

To explore the response of the PLCs under HEMP, the cou-
pling mechanism has been proposed using the circuit network.
For example, the probe is modeled as the transformer in [26].
And the current distributions are shown with reasonable accu-
racy. The advantages of pulsed CI are its simplicity, and it is
easy of operation [27]. Therefore, the early-time (E1) HEMP
coupling is emulated via the pulsed CI method.

Fig. 9. Tested PLCs. (a) Allen Bradley 1766-L326BWA. (b) BX-DM1-
36ER-D.

The simplified circuit diagram of pulsed CI is shown in Fig. 8.
To obtain the current and voltage response of the PLC port, the
pulsed CI uses two steps.

1) Charging process: It can be seen that the capacitanceC0 is
charged by a high-voltage dc source when the high-voltage
switch turns left. The Rc = 100 kΩ is the series charging
resistor. In an actual hardware setup, the portable generator
PPG-E1-1200 / SPG-188-125-E1 can be used to generate
the expected voltage.

2) Discharge process: As shown in Fig. 8(a), in this process,
the high-voltage switch turns right. The capacitance C0

is then connected to the subcircuit to discharge [28]. The
L0 and R2 denote the matching inductance and source
resistor, respectively. L2, R1, and C1 represent the filter
RLC harmonic oscillator, which is used to connect the ca-
pacitance and PLC. The L1 denotes the oscillating circuit
coil. The R3 can be used as the voltage divider resistor,
and it is optional. The short current is shown in Fig. 8(b).

As depicted in Fig. 8(b), the damped oscillatory wave (40 A,
EC5) is selected, where a 10-MHz frequency is used based on
the definition in [18]. The circuit parameters of Fig. 8(a) are
set to C0 = 1.5 nF, L0 = 50 nH, L1 = 120 nH, L2 = 200 nH,
R1 = 1000Ω, C1 = 50 pF, R2 = 80Ω, and R3 = 100Ω. Based
on the calculation method in [29], the VZ and current can be
calculated.

V. EXPERIMENTS

To verify the current and voltage response of PLCs un-
der HEMP, three PLCs are used, including the Allen Bradley
1766-L326BWA (PLC1), the BX-DM1-36ER-D (PLC2), and
Automation-direct DL06 Micro (PLC3), as shown in Fig. 9.
These PLCs contain multiple communication ports and I/O
modules, and can be used for power system control and gen-
eral industrial machinery applications. To obtain accurate and
consistent results, the IF bandwidths are set to 30 Hz, and
20 kHz for HP 4395 A and TR1300/1. The power level of
the output signal is set to 0.1 V (-6.89 dBm) for all the in-
struments. All instruments are warmed up for one hour before
measurement. During the test, the rest of the ports are always left
open.

A. Data Integration Verification

To verify the validity of the de-embedding process and data
integration, the results before and after the de-embedding are
presented, as shown in Fig. 10. It shows that the low-frequency
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Fig. 10. Impedance before and after de-embedding for PLC1.

Fig. 11. Integrated impedance of three measuring instruments for network
interface TXD–RXD from PLC3. (a) Impedance result. (b) Phase result.

component results are consistent, and the high-frequency com-
ponent is calibrated.

The integrated impedance of three measuring instruments is
depicted in Fig. 11. It shows that the measured impedance value
of the LCR meter is higher than the impedance analyzer when
the frequency is lower than 100 kHz. This reason is that the
impedance has exceeded the maximum range of the instrument.
Therefore, the LCR meter is treated as the benchmark when
the impedance is higher than 2 × 104Ω. Meanwhile, for the
frequency range between 300 kHz and 500 MHz, the impedance
and phase calculation results agree with each other for the
impedance analyzer and VNA. Moreover, the tested value of the
LCR meter is consistent with the other two instruments when f
is near 200 kHz, which evidences that the results are accurate.
Overall, it shows that the average result can effectively smooth
three sets of measurement data, indicating the effectiveness of
interpolation and data integration.

B. Impedance Comparison of PLCs

In this section, the impedance of three PLCs is tested and
compared. Considering that PLCs have many interfaces, one
interface from general Input/Output (I/O), the power supply
port, and the RXD–TXD port from RS232 communication are
selected for analysis, as shown in Fig. 12.

Fig. 12 shows that the impedance of different PLCs interfaces
is also different. In Fig. 12(a), there is a significant difference

Fig. 12. Impedance results of three PLCs. (a) Impedance result of general
I/O. (b) Impedance result of power supply port. (c) Impedance result of the
RXD–TXD port from RS232.

among all the PLCs. This is because the circuit design struc-
ture and electronic components are different. The maximum
impedance can reach 8.9 × 106Ω for PLC1 at 50 Hz, and the
minimum impedance is about 0.09Ω for PLC2 at 0.1 MHz. As
for the power supply port, Fig. 12(b) shows that the impedance
is smoother at low frequencies and has large fluctuations at high
frequencies. In Fig. 12(c), the results from different PLCs have
similar trends and close impedance values, where the impedance
decreases as the frequency increases. This means that a similar
circuit is designed for the same communication module.

Under the influence of an electrical fast transient, the multiple
impedance results of different interfaces imply that the ability
to withstand electromagnetic pulses is not static.

C. Result of Current Injection Response Under EC5

In IEC 61000-4-18 and IEC 61000-4-25 [18], [28], the im-
munity test levels range from EC1 to EC11, which can be
classified into damped sinusoids (EC1–EC6) and double expo-
nential (EC8–EC11) waveforms. To analyze current and voltage
response under the HEMP, two immunity test levels are used
to verify the vulnerability of PLCs including EC5 and EC8,
considering that the PLCs may be installed inside or outside the
box.

In this test, the damped sinusoidal current signal is tested on
three pairs of ports under EC5, where the voltage and current
are 2000 V and 40 A, respectively. The oscillation and damping
parameters of the wave are set to 10 MHz and 10, respectively.
The voltage and current results are shown in Figs. 13 and 14.

It can be seen from Fig. 13(a) that the maximum voltage
value of the general I/O port is higher than 1000 V for PLC1.
And 500 V is obtained for PLC2. HEMP has two potential
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Fig. 13. Voltage response of three PLCs. (a) Voltage result of general I/O.
(b) Voltage result of the power supply port. (c) Voltage result of the RXD–TXD
port from RS232.

effects on PLCs, including upset and direct destruction. The
upset means PLCs disruption since some ports may have the
input overvoltage protection function. In this state, the manual
intervention may be required to resume the PLCs’ operation.
According to the manual of PLCs [30], the I/O and power
supply ports of PLC1 can tolerate a voltage of 2 kV under the
electronic fast transient. And the communication cable (RS-232
and RS-485) can tolerate a voltage of 1 kV. Therefore, the I/O
and power supply ports of PLC1 would survive under the EC5
level attack of HEMP. However, the voltage surge has exceeded
the damage threshold of RS232, so the failure would occur for
the interfaces of PLC under the EC5 level. According to the
current results in Fig. 14(a), near 40-A current is reached and it
would exceed the inrush current of 40 A (lasting for 4 ms) for
PLC1 if a higher test level is selected. Similar conclusions can
be inferred based on the manual and experimental results for the
rest of the PLCs.

Meanwhile, it can be derived from Fig. 13(c) that the voltage
of the RXD–TXD port is similar for these three PLCs. The main
reason is that they have the same level of impedance according
to Fig. 12(c). However, the current result from Fig. 14(c) shows
that the peak occurs at a different time due to the different phase
angle. Fig. 14 demonstrates that there are some differences in
current between different ports for the same PLC. For example,
about 40-, 32-, and 10-A currents are generated for different
interfaces of PLC2 since the impedance is diverse.

For PLC3, all the voltage and current levels are about 2000 V
and less than 10 A, respectively. One reason is that the impedance
of PLC3 is higher than the other two PLCs, especially in the
high frequency, which will get more voltage according to the
Kirchhoff circuit laws. Based on its user manual, the metal

Fig. 14. Current response of three PLCs. (a) Current result of general I/O.
(b) Current result of the power supply port. (c) Current result of the RXD–TXD
port from RS232.

Fig. 15. Current spectrum of PLC1 for different ports.

oxide varistors (MOV) or transient voltage suppression (TVS)
diodes are recommended to be connected for best surge transient
protection. However, the MOV and TVS also may not tolerate
the transients when it has a higher level.

Besides, Fig. 14 shows that the voltage and current waveforms
of PLC1 do not have the smooth damped oscillation. The primary
reason is caused by the difference in the frequency components.
Fig. 15 shows the current spectrum of PLC1 for different ports.
It shows that there are oscillations near 10 MHz and a peak exists
at 55.3 MHz. This means high-frequency oscillations exist in the
current. In the time-domain waveform, it shows ups and downs
between 0 and 50 ns. High-frequency components attenuate fast
over time, so the curve return to smooth after 50 ns.

D. Result of Current Injection Response Under EC8

The key equipment of the power system is expected to resist
HEMP with different strengths. In this section, the pulsed CI
response under EC8 is also presented. Considering that most
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Fig. 16. Voltage response of three PLCs. (a) Voltage result of general I/O.
(b) Voltage result of power supply port. (c) Voltage result of RXD–TXD port
from RS232.

Fig. 17. Current response of three PLCs. (a) Current result of general I/O.
(b) Current result of power supply port. (c) current result of the RXD–TXD port
from RS232.

of the ports may survive in the EC5, a higher immunity level
is selected to verify its vulnerability. Instead of the damped
sinusoidal current, the immunity test level EC8 uses the tran-
sient current, where the voltage and current are 8000 V and
160 A, respectively. The voltage and current results are shown
in Figs. 16 and 17.

Fig. 18. Cumulative power of pulsed CI tests. (a) Cumulative power of general
I/O. (b) Cumulative power of power supply port. (c) Cumulative power of the
RXD–TXD port from RS232.

Fig. 16 shows the voltage response of three PLCs. It can be
seen that voltage waveforms are quite different even for the same
kind of ports. As can be seen from the general I/O ports in
Fig. 16(a), voltage waveforms of PLC1 and PLC3 have high peak
values and large pulsewidth. However, the peak value of PLC2

is only 2 kV which is much smaller than PLC1 and PLC3. The
pulsewidth of PLC2 is also smaller because it disappears quickly.
For power supply ports, peak value of voltage is 3.2, 4.1, and
7.8 kV for PLC1, PLC2, and PLC3, respectively. Besides, the
shapes of voltage waveforms are quite different. Pulse of PLC1

is narrow and that of PLC2 is much wider. For RXD–TXD ports
from RS232, the difference in the waveforms is small compared
with the other two kinds of ports. They have large peak values
and pulsewidth. Overall, general I/O and RXD–TXD ports of
PLC1 can be damaged since only 2-kV voltage can be tolerated.
Compared with EC5, the voltage of PLC3 is always higher than
that PLC1 and PLC2, indicating that the PLC3 can be easier
damaged in the same HEMP environment. This result also means
that the EC8 poses a higher threat to the PLCs than that of EC5.

Fig. 17 shows the current response of three PLCs. It can be
seen that the current waveforms are also quite different for the
same kind of ports. Peak values in the current of PLC3 are much
smaller than those of PLC1 and PLC2. Besides, the peak value
tends to be small when the peak value of voltage response is
large for the general I/O port and power supply port.

Actually, voltage and current response are decided by
impedance in a specific frequency range. The frequency range
can be analyzed by the accumulated power of the response, as
shown in Fig. 18. Averagely, 90% of the power locates in the
frequency range of 1–30 MHz. For PLC3, the weighted value of
impedance in this frequency range is more than 1000Ω. Thus,
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the amplitude of voltage in Fig. 16 is always close to 8000 V. For
PLC1 and PLC2, the weighted value of impedance is between
10Ω and 200Ω, resulting in voltage amplitude of 3.2–6.6 kV.

To mitigate the potential effects of HEMP, some measures can
be considered to improve the reliability of PLCs [31]. The first
one is to add an enclosure constructed of sheet steel or conductive
concrete for PLCs to suppress the strength of HEMP. The helical
copper tape shielded cables provide stable performance for
the control and signal cables. The second measure is to add
some typical low-voltage surge protection devices, input choke,
flyback diodes, and line filters to protect the devices.

VI. CONCLUSION

To explore the vulnerability and reliability of PLCs in power
systems under HEMP, this article proposes an impedance mea-
surement scheme with parameters derived by using three instru-
ments. The sensitivity analysis results reveal the relationship
between the impedance and different power levels. Then, the
nonuniform transmission line model is established to eliminate
the effects of the fixture. The results from the three instruments
agree with each other for the measured impedance data. The
impedance results also demonstrate that there are some differ-
ences in the impedance of different ports in PLCs. According
to the standard signal EC5 and EC8 in IEC 61000-2-18, the
pulsed CI method is further proposed and conducted to estimate
the voltage and current response of PLCs, where the simulation
results reveal that some key ports of the PLC can be damaged if
there is no extra protective measure.
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