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INTRODUTION
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PROPOSED APPROACH

• Short Term Load Forecasting (STLF) is to forecast the load for a short time horizon concerned with scheduling 

purposes, from one hour to one week ahead.

• Among input variables, temperature plays key role for STLF as many loads are sensitive to temperatures, such as, 

heating and cooling.

• As temperature is obtained by third party services/AP, it is vulnerable to data disruptions and cyberattack.

o More challenging as the attacker may benefit from AI/ML methods to skip detection scheme.

𝑓: forecasting function ( MLR, ANN, SVM, etc.) 

𝑦𝑡: load at time t
ത𝑋𝑡: input (independent variables) at time t

𝒚𝒕 = 𝒇 ഥ𝑿𝒕
• Weather (temperature, humidity, …)

• Calendar day (time of day, day of week, …)

• Social events ( holidays, sport event, ...)

• Physical-based constraints can provide obstacles 

that makes attacks more difficult.

• Attacker needs to meet the constraints imposed by 

the physical/topology of system and evade any 

built-in detection mechanisms in the system.

MOTIVATION

linear equality/
inequality constraints

Water flow measurement

Fmeter1 > Fmeter2 + Fmeter3

• Considering the temperature as a targeted variable,

attacker seeks to solve following for being

undetectable:

• Adding g 𝒙 obtained by physical/topological 

information of STLF increases complexity of the 

problem that attacker needs to solve for a successful 

malicious action.

Detection scheme constraints

Physical-based constraint 

o 𝐻 is attacker simulated forecasting model parameterized by 𝜃.

o ෨𝑋, 𝑋 are the injected and actual temperature data.

o 𝜖 threshold value for detection scheme.

PROBLEM STATEMENT

• The physical/topology information in STLF is not

apparent like Kirchhoff’s laws.

• Spatial distribution of load forecasting zones is

considered to investigate the relation between the

different zones to derive constraint.

• An index representing variations between load

zones by time series similarity measures may

challenge the attacker to meet that.

• Correlation-based distance: 𝑑𝐶𝑂𝑅 𝑋, 𝑌 = 2(1 − 𝐶𝑂𝑅 𝑋, 𝑌 )

• Periodogram-based distance: 𝑑𝑝 𝑋, 𝑌 = σ
𝑗=1

[
𝑁

2
]
[𝜌𝑥(𝜔𝑗) − 𝜌𝑦(𝜔𝑗]2

• Autocorrelation-based distance: 𝑑𝐴𝐶𝐹 𝑋, 𝑌 = ( ො𝜌𝑋𝑇 − ො𝜌𝑌𝑇)
𝑇 Ω ( ො𝜌𝑋𝑇 − ො𝜌𝑌𝑇)

• Symbolic representation SAX: Time series transforming into a string.

• Euclidean-based distance: 𝑑𝐸𝑈𝐶 𝑋, 𝑌 = σ𝑗=0
𝑁−1(𝑥𝑖 − 𝑦𝑖)2

𝑔(𝑥) ≤ 0

SIMULATION RESULT

• Case study
o ERCOT historical summer load

o 8 weather-based zones

o Considered two West and FarWest stations

𝑓1 = 𝛽0 + 𝛽1𝑇 + 𝛽2𝐻 + 𝛽3𝐷 + 𝛽4𝐿𝐿1𝑤 + 𝛽5𝐿𝐿2𝑤

𝑓2 = 𝛽0 + 𝛽1𝐷𝐻 + 𝛽2𝑀𝑇 + 𝛽3𝑀𝑇
2 + 𝛽3𝑀𝑇

3 + 𝛽4𝐻𝑇 + 𝛽5𝐻𝑇
2 + 𝛽6𝐻𝑇
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• STLF Model
o Multiple Linear Regression (MLR)

D, M , and H: day of the week (excluding the weekend) month of the year, and hour 

of the day, T: temperature ,LL1w and LL2w: one and two-week lagged load data.

• Proposed a framework to spatially investigate 

STLF for a defense mechanism.

• Applied similarity measures to explore physical-

based constraint.

• Outperformance of SAX method, showing more 

sensitivity to false data injection. 

• Injected 𝑁(0,1) to West zone temperature.


