
•  Smart	  Grid	  –	  A	  Cyber	  Physical	  System	  

•  Smart	  grid	  increases	  dependence	  on	  high-‐speed,	  automa<c,	  monitoring	  and	  
control	  technologies.	  

•  Adversaries	  can	  act	  through	  the	  cyber	  infrastructure	  to	  inflict	  damage	  on	  the	  
planning,	  opera<ons	  and	  market	  func<ons	  of	  the	  power	  grid.	  

•  Cyber	  aCacks	  on	  cri<cal	  infrastructures	  are	  increasing	  in	  number	  and	  
sophis<ca<on	  (e.g.	  Stuxnet).	  

•  Several	  standards	  	  and	  roadmaps	  have	  been	  put	  out	  for	  ensuring	  Cyber	  security	  
compliance	  in	  Smart	  Grid:	  NERC	  CIP,	  NISTIR	  7628,	  DoE	  2011	  Roadmap	  to	  Achieve	  
Energy	  Delivery	  Systems	  Cyber	  security.	  	  

• PowerCyber	  CPS	  Testbed	  –	  Salient	  Features	  

	  
	  
	  
	  
	  
	  

•  Cyber	  ACack/Defense	  Experimenta<on	  
	  

1.  	  Cyber-‐in-‐the-‐Loop	  Real-‐Time	  Simula8on	  environment	  
modeling	  bulk	  power	  system	  

	  
2.	  Scalability:	  
•  RTDS/Opal-‐RT	  provide	  ability	  to	  simulate	  large	  power	  systems	  
with	  control	  and	  protec<on	  func<ons	  in	  real-‐<me.	  	  

•  Mul<-‐area,	  substa<on	  architecture	  enabled	  through	  
virtualiza<on.	  	  

	  
3.	  High	  Fidelity:	  
•  Industry-‐grade	  SCADA/EMS	  and	  substa<on	  automa<on	  
•  WAN	  emulated	  using	  ISEAGE;	  DNP3	  and	  IEC61850	  	  protocols	  
used	  for	  SCADA;	  

•  Industry-‐grade	  security	  appliances	  for	  VPN/firewall.	  	  
•  Local/wide-‐area	  control	  and	  protec<on	  applica<ons	  emulated	  
with	  programmable	  IED	  and	  PMU	  interfaced	  with	  RTDS/Opal-‐
RT.	  

	  
4.	  Remote	  Access:	  Web-‐based	  access	  for	  remote	  
experimenta<on	  with	  custom	  power/cyber	  system	  models	  and	  
aCack	  templates.	  

	  	  

•  Energy	  CPS	  Testbed	  Federa<on	  

•  Demo	  @	  Smart	  America	  Challenge	  
	  
	  
	  
	  
	  
	  

	  

•  NIST/US	  Ignite	  Global	  City	  Teams	  Challenge	  

	  

•  Research	  Challenges	  

•  Broader	  Impacts	  
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•  Adapted	  a	  protec<on	  scheme	  from	  WECC	  RAS	  list	  on	  the	  WECC	  
9	  bus	  system.	  
–  RAS	  details:	  Reduce	  genera<on	  if	  one	  of	  the	  two	  lines	  to	  
which	  it	  is	  connected	  to	  has	  a	  fault,	  provided	  that	  the	  
genera<on	  is	  above	  a	  threshold	  

•  Coordinated	  aIack	  vector	  	  
–  Crea<ng	  a	  Data	  Integrity	  aCack	  to	  trip	  the	  Relay	  1	  which	  
protects	  line	  7−5	  to	  ac<vate	  the	  RAS.	  	  

–  Crea<ng	  a	  Denial	  of	  Service	  aCack	  to	  prevent	  the	  GOOSE	  trip	  
command	  to	  the	  genera<on	  unit	  at	  bus	  2	  to	  result	  in	  a	  
thermal	  overload	  on	  line	  7	  −	  8	  and	  cause	  it	  to	  trip	  out.	  	  

Coordinated	  aIacks	  on	  Wide-‐Area	  ProtecLon	  (Remedial	  AcLon	  Schemes	  (RAS))**	  

IEEE	  WSCC	  9	  bus	  System	  with	  RAS	  
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Coordinated	  aIacks	  on	  Wide-‐Area	  Control	  (AutomaLc	  GeneraLon	  Control)*^	  
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Impact:	  System	  Frequency	   Impact:	  Excess	  GeneraLon	  

•  We	  have	  implemented	  a	  three	  area	  AGC	  scheme	  on	  the	  WECC	  9	  bus	  system.	  
•  Coordinated	  aIack	  vector	  –	  Manipulate	  frequency	  and	  mul<ple	  <e-‐line	  measurements	  consistently	  to	  impact	  

system	  frequency.	  The	  aCack	  types	  are	  scaling,	  pulse	  and	  random	  data	  integrity	  aCacks.	  

FederaLon	  architecture	   ImplementaLon	  
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Scenario	  execuLon	   VisualizaLon	  

Federated	  CPS	  Security	  Testbeds	  
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Demo	  (June	  11,	  2014	  @	  Washington,	  D.C.)	  link:	  hCp://powercyber.ece.iastate.edu/SmartAmerica_Demo.mp4	  	  

Smart	  America	  Challenge	  Vision:	  Demonstrate	  the	  benefits	  of	  interconnected	  Cyber-‐Physical	  Systems	  
including	  improved	  safety,	  sustainability,	  efficiency,	  healthcare,	  and	  travel.	  	  

Global	  City	  Teams	  Challenge	  Vision:	  Create	  a	  plaporm	  for	  communi<es	  and	  innovators	  to	  create	  
teams	  that	  will	  foster	  the	  spread	  of	  “smart	  ci<es”	  that	  leverage	  networked	  technologies	  to	  improve	  
resource	  u<liza<on,	  efficiency,	  security	  and	  quality	  of	  life.	  

Project	  Goal:	  Develop	  and	  deploy	  an	  
integrated	  environment	  to	  conduct	  
security	  planning,	  risk	  assessment,	  
a?ack-‐defense	  training	  and	  educaCon	  
for	  the	  community,	  government	  and	  
industry	  stakeholders.	  	  
	  
• Demo	  @	  Global	  City	  Teams	  FesCval	  in	  
June	  2015.	  

Project	  Name:	  CyDECS	  -‐	  Cyber	  Defense	  Exercises	  for	  CriCcal	  Infrastructure	  Cyber	  Security	  

MoLvaLon	   Project	  Members	  

Use-‐case	  Scenario	  


