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INTRODUTION
 Short Term Load Forecasting (STLF) is to forecast the load for a short time horizon concerned with scheduling
purposes, from one hour to one week ahead.
 Among Iinput variables, temperature plays key role for STLF as many loads are sensitive to temperatures, such as,
heating and cooling.
« As temperature is obtained by third party services/AP, it Is vulnerable to data disruptions and cyberattack.
o More challenging as the attacker may benefit from Al/ML methods to skip detection scheme.

f: forecasting function ( MLR, ANN, SVM, etc.) * Weather (temperature, humidity, ...) &

Y = f()_(t y,: load at time t

)?t: input (independent variables) at time t ‘ B Social events ( holidays, sport event, ...)

MOTIVATION PROBLEM STATEMENT
* Physical-based constraints can provide obstacles * Considering the temperature as a targeted variable,
that makes attacks more difficult. attacker seeks to solve following for being
« Attacker needs to meet the constraints imposed by undetectable:
the physical/topology of system and evade any min Hy(X)

built-in detection mechanisms in the system. A
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iInformation of STLF increases complexity of the
- — - S E + E problem that attacker needs to solve for a successful
l 1 meterl meter2 meter3 malicious action.
o H s attacker simulated forecasting model parameterized by 6.
Water flow measurement o X, X are the injected and actual temperature data.

o € threshold value for detection scheme.

PROPOSED APPROACH

* The physical/topology information in STLF is not / Comelation-based distance: desa(X.¥) = JZ(I = CORCET) \

apparent like Kirchhoff’'s laws. [g]

» Spatial distribution of load forecasting zones is | * Periodogram-based distance: dp(X,Y) = \/Z,-il[ﬂx(wj) — py(j]?
cpn5|dered to mvestlgate the re!atlon between the | . Autocorrelation-based distance: d,-(X,Y) = \/(ﬁXT — Py.)T Q (Py, — Pyy)
dlﬁerent ZONnes 1o der_lve Con_Str_amt' « Symbolic representation SAX: Time series transforming into a string.

 An index representing variations between load _ | )

. . Ca « Euclidean-based distance: dEUC(X,Y)=\/Zj=O (x; — y;)?
zones by time series similarity measures may \
challenge the attacker to meet that.

/

SIMULATION RESULT « |Injected N(0,1) to West zone temperature.
e Case StUdy Method No False Injection False Injection
o ERCOT historical summer load No Model — fi f2 fi f2
o 8 weather-based zones dpcy 1106445 1105871 1106754 1106529  110602.3
- . deor 03204611 03183464 02687631 0326226  0.2826415
o Considered two West and Far\West stations dace 1247954 1146977 1015968 1149789 1040784
e STLE Model d, 01336534 0.1309215  0.1109201 0.1273667 0.1091463

dsax 2004495 1735943 1417392 2454994  1.002247

o Multiple Linear Regression (MLR)

fi = By + BT + BoH + B3D + ByLLy,, + BcLLyy, / Proposed a framework to spatially investigate \
STLF for a defense mechanism.
* Applied similarity measures to explore physical-

D, M, and H: day of the week (excluding the weekend) month of the year, and hour based constraint.
of the day, T: temperature ,LL1w and LL2w: one and two-week lagged load data. o Outperformance of SAX method, Showing more

K sensitivity to false data injection. /

fo = Bo + B1DH + BoMT + f3sMT? + BsMT?3 + B,HT + f<HT? + BHT?




